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GUIDE TO NETWORKING ESSENTIALS provides students with both the knowledge and hands-on skills necessary to work with
network operating systems in a network administration environment. By focusing on troubleshooting and computer networking
technologies, this book offers a comprehensive introduction to networking and to advances in software, wireless and network
security. Challenge Labs and Hands-On Projects are directly integrated in each chapter to allow for a hands-on experience in the
classroom. Updated content reflects the latest networking technologies and operating systems including new Ethernet standards,
cloud computing, Windows 10, Windows Server 2016, and recent Linux distributions. Important Notice: Media content referenced
within the product description or the product text may not be available in the ebook version.
In the modern world, natural disasters are becoming more commonplace, unmanned systems are becoming the norm, and
terrorism and espionage are increasingly taking place online. All of these threats have made it necessary for governments and
organizations to steel themselves against these threats in innovative ways. Developing Next-Generation Countermeasures for
Homeland Security Threat Prevention provides relevant theoretical frameworks and empirical research outlining potential threats
while exploring their appropriate countermeasures. This relevant publication takes a broad perspective, from network security,
surveillance, reconnaissance, and physical security, all topics are considered with equal weight. Ideal for policy makers, IT
professionals, engineers, NGO operators, and graduate students, this book provides an in-depth look into the threats facing
modern society and the methods to avoid them.
Readings and Cases in Information Security: Law and Ethics provides a depth of content and analytical viewpoint not found in
many other books. Designed for use with any Cengage Learning security text, this resource offers readers a real-life view of
information security management, including the ethical and legal issues associated with various on-the-job experiences. Included
are a wide selection of foundational readings and scenarios from a variety of experts to give the reader the most realistic
perspective of a career in information security. Important Notice: Media content referenced within the product description or the
product text may not be available in the ebook version.
INTRODUCTION TO BUSINESS LAW, 4E presents the full range of business law topics in a series of brief, quick-reading
chapters, perfect for single-semester or one-quarter courses. Accurate, comprehensive, and extremely reader-friendly,
INTRODUCTION TO BUSINESS LAW, 4E uses an innovative storytelling style to bring cases and legal concepts to life. Plus, it
highlights the material's business applications, so students can envision how they'll apply the content in their careers. Important
Notice: Media content referenced within the product description or the product text may not be available in the ebook version.
Computer users have a significant impact on the security of their computer and personal information as a result of the actions they
perform (or do not perform). Helping the average user of computers, or more broadly information technology, make sound security
decisions, Computer Security Literacy: Staying Safe in a Digital World focuses on practical security topics that users are likely to
encounter on a regular basis. Written for nontechnical readers, the book provides context to routine computing tasks so that
readers better understand the function and impact of security in everyday life. The authors offer practical computer security
knowledge on a range of topics, including social engineering, email, and online shopping, and present best practices pertaining to
passwords, wireless networks, and suspicious emails. They also explain how security mechanisms, such as antivirus software and
firewalls, protect against the threats of hackers and malware. While information technology has become interwoven into almost
every aspect of daily life, many computer users do not have practical computer security knowledge. This hands-on, in-depth guide
helps anyone interested in information technology to better understand the practical aspects of computer security and successfully
navigate the dangers of the digital world.
Principles of Information SecurityCengage Learning
Updated to pair with the new Third Edition of Ottenheimer's book, this notebook-sized workbook/reader offers classic and
contemporary readings that illuminate and expand on the basic concepts introduced in the text, providing background information
and insight. Exercises and guided student projects, ranging beginning to intermediate in skill level, are presented in workbook
format, and pages are perforated so that can be torn out and handed in as assignment sheets. A series of exercises drawn from a
single language is designed to show students the interconnectedness of different levels of analysis. Web exercise sections
conclude with pointers to the Anthropology CourseMate website, where students will find glossary flashcards, interactive
exercises, links to relevant additional websites, study questions, and key words to guide them. Instructors receive access to the
online Instructor's Manual with detailed notes for incorporating the readings and exercises, as well as tips for assigning the guided
student projects. Important Notice: Media content referenced within the product description or the product text may not be
available in the ebook version.
CISSP GUIDE TO SECURITY ESSENTIALS, Second Edition, provides complete, focused coverage to prepare students and
professionals alike for success on the Certified Information Systems Security Professional (CISSP) certification exam. The text
opens with an overview of the current state of information security, including relevant legislation and standards, before proceeding
to explore all ten CISSP domains in great detail, from security architecture and design to access control and cryptography. Each
chapter opens with a brief review of relevant theory and concepts, followed by a strong focus on real-world applications and
learning tools designed for effective exam preparation, including key terms, chapter summaries, study questions, hands-on
exercises, and case projects. Developed by the author of more than 30 books on information securitythe Second Edition of this
trusted text has been updated to reflect important new developments in technology and industry practices, providing an accurate
guide to the entire CISSP common body of knowledge. Important Notice: Media content referenced within the product description
or the product text may not be available in the ebook version.
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Learn how to identify vulnerabilities within computer networks and implement countermeasures that mitigate risks and damage
with Whitman/Mattord's PRINCIPLES OF INCIDENT RESPONSE & DISASTER RECOVERY, 3rd Edition. This edition offers the
knowledge you need to help organizations prepare for and avert system interruptions and natural disasters. Comprehensive
coverage addresses information security and IT in contingency planning today. Updated content focuses on incident response and
disaster recovery. You examine the complexities of organizational readiness from an IT and business perspective with emphasis
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on management practices and policy requirements. You review industry's best practices for minimizing downtime in emergencies
and curbing losses during and after system service interruptions. This edition includes the latest NIST knowledge, expanded
coverage of security information and event management (SIEM) and unified threat management, and more explanation of cloudbased systems and Web-accessible tools to prepare you for success. Important Notice: Media content referenced within the
product description or the product text may not be available in the ebook version.
Comprehensive, practical, and completely up to date, best-selling COMPTIA SECURITY+ GUIDE TO NETWORK SECURITY
FUNDAMENTALS, 6e, provides a thorough introduction to network and computer security that prepares you for professional
certification and career success. Mapped to the new CompTIA Security+ SY0-501 Certification Exam, the text provides
comprehensive coverage of all domain objectives. The sixth edition also includes expansive coverage of embedded device
security, attacks and defenses, and the latest developments and trends in information security, including new software tools to
assess security. Important Notice: Media content referenced within the product description or the product text may not be available
in the ebook version.
The Laboratory Manual is a valuable tool designed to enhance your lab experience. Lab activities, objectives, materials lists, stepby-step procedures, illustrations, and review questions are commonly found in a Lab Manual. Important Notice: Media content
referenced within the product description or the product text may not be available in the ebook version.
This best-selling guide provides a complete, practical, up-to-date introduction to network and computer security. SECURITY+
GUIDE TO NETWORK SECURITY FUNDAMENTALS, Fifth Edition, maps to the new CompTIA Security+ SY0-401 Certification
Exam, providing thorough coverage of all domain objectives to help readers prepare for professional certification and career
success. The text covers the essentials of network security, including compliance and operational security; threats and
vulnerabilities; application, data, and host security; access control and identity management; and cryptography. The extensively
updated Fifth Edition features a new structure based on major domains, a new chapter dedicated to mobile device security,
expanded coverage of attacks and defenses, and new and updated information reflecting recent developments and emerging
trends in information security, such as virtualization. New hands-on and case activities help readers review and apply what they
have learned, and end-of-chapter exercises direct readers to the Information Security Community Site for additional activities and
a wealth of learning resources, including blogs, videos , and current news and information relevant to the information security field.
Important Notice: Media content referenced within the product description or the product text may not be available in the ebook
version.
"Examines cyberspace threats and policies from the vantage points of China and the U.S"-Equip your students with a management-focused overview of information security as well as the tools to effectively administer it
with Whitman/Mattord's MANAGEMENT OF INFORMATION SECURITY, Sixth Edition. More than ever, we need to prepare
information security management students to build and staff security programs capable of securing systems and networks to meet
the challenges in a world where continuously emerging threats, ever-present attacks and the success of criminals illustrate
weaknesses in current information technologies. This text offers an exceptional blend of skills and experiences to administer and
manage the more secure computing environments that organizations need. Reflecting the latest developments from the field, it
includes updated coverage of NIST, ISO and security governance along with emerging concerns like Ransomware, Cloud
Computing and the Internet of Things.
Now updated—your expert guide to twenty-first century information security Information security is a rapidly evolving field. As
businesses and consumers become increasingly dependent on complex multinational information systems, it is more imperative
than ever to protect the confidentiality and integrity of data. Featuring a wide array of new information on the most current security
issues, this fully updated and revised edition of Information Security: Principles and Practice provides the skills and knowledge
readers need to tackle any information security challenge. Taking a practical approach to information security by focusing on realworld examples, this book is organized around four major themes: Cryptography: classic cryptosystems, symmetric key
cryptography, public key cryptography, hash functions, random numbers, information hiding, and cryptanalysis Access control:
authentication and authorization, password-based security, ACLs and capabilities, multilevel security and compartments, covert
channels and inference control, security models such as BLP and Biba's model, firewalls, and intrusion detection systems
Protocols: simple authentication protocols, session keys, perfect forward secrecy, timestamps, SSH, SSL, IPSec, Kerberos, WEP,
and GSM Software: flaws and malware, buffer overflows, viruses and worms, malware detection, software reverse engineering,
digital rights management, secure software development, and operating systems security This Second Edition features new
discussions of relevant security topics such as the SSH and WEP protocols, practical RSA timing attacks, botnets, and security
certification. New background material has been added, including a section on the Enigma cipher and coverage of the classic
"orange book" view of security. Also featured are a greatly expanded and upgraded set of homework problems and many new
figures, tables, and graphs to illustrate and clarify complex topics and problems. A comprehensive solutions manual is available to
assist in course development. Minimizing theory while providing clear, accessible content, Information Security remains the
premier text for students and instructors in information technology, computer science, and engineering, as well as for professionals
working in these fields.
HANDS-ON INFORMATION SECURITY LAB MANUAL, Fourth Edition, helps you hone essential information security skills by
applying your knowledge to detailed, realistic exercises using Microsoft Windows 2000, Windows XP, Windows 7, and Linux. This
wide-ranging, non-certification-based lab manual includes coverage of scanning, OS vulnerability analysis and resolution, firewalls,
security maintenance, forensics, and more. The Fourth Edition includes new introductory labs focused on virtualization techniques
and images, giving you valuable experience with some of the most important trends and practices in information security and
networking today. All software necessary to complete the labs are available online as a free download. An ideal resource for
introductory, technical, and managerial courses or self-study, this versatile manual is a perfect supplement to the PRINCIPLES OF
INFORMATION SECURITY, SECURITY FUNDAMENTALS, and MANAGEMENT OF INFORMATION SECURITY books.
Important Notice: Media content referenced within the product description or the product text may not be available in the ebook
version.
Security and Access Control Using Biometric Technologies presents an introduction to biometrics or the study of recognizing
individuals based on their unique physical or behavioral traits, as they relate to computer security. The book begins with the basics
of biometric technologies and discusses how and why biometric systems are emerging in information security. An emphasis is
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directed towards authentication, authorization, identification, and access control. Topics covered include security and management
required to protect valuable computer and network resources and assets, and methods of providing control over access and
security for computers and networks. Written for a broad level of readers, this book applies to information system and information
technology students, as well as network managers, security administrators and other practitioners. Oriented towards the practical
application of biometrics in the real world, Security and Access Control Using Biometric Technologies provides the reader with a
realistic view of the use of biometrics in the ever-changing industry of information security. Important Notice: Media content
referenced within the product description or the product text may not be available in the ebook version.
This uniquely practical introduction to private security emphasizes professionalism and ethics and demonstrates how public law
enforcement and private security work in tandem to solve problems and protect both individuals and businesses. INTRODUCTION
TO PRIVATE SECURITY focuses on practical, real-world concepts and applications and includes detailed coverage of everything
from industry background and related law to premise, retail, business, employment, and information/computer security as well as
investigation, surveillance, and even homeland security. Throughout, the emphasis is on providing students with a clear sense of
the numerous career opportunities available in this rapidly expanding field -- including real-world insight on how to get a job in
private security, concrete information on the skills needed, and succinct overviews of day-to-day job responsibilities. Important
Notice: Media content referenced within the product description or the product text may not be available in the ebook version.
Readers discover a managerially-focused overview of information security with a thorough treatment of how to most effectively
administer it with MANAGEMENT OF INFORMATION SECURITY, 5E. Information throughout helps readers become information
security management practitioners able to secure systems and networks in a world where continuously emerging threats, everpresent attacks, and the success of criminals illustrate the weaknesses in current information technologies. Current and future
professional managers complete this book with the exceptional blend of skills and experiences to develop and manage the more
secure computing environments that today’s organizations need. This edition offers a tightened focus on key executive and
managerial aspects of information security while still emphasizing the important foundational material to reinforce key concepts.
Updated content reflects the most recent developments in the field, including NIST, ISO, and security governance. Important
Notice: Media content referenced within the product description or the product text may not be available in the ebook version.
Discover a contemporary overview of today's computer science with Schneider/Gersting's best-selling INVITATION TO
COMPUTER SCIENCE, 8E. This flexible, non-language-specific approach provides a solid foundation in computer science using
an algorithm-centered approach that's ideal for the reader's first introduction to the field. Measurable learning objectives and an
easy-to-follow hierarchy guide readers through algorithms, hardware, virtual machines, software development, applications of
computing, and social issues. Readers connect the dots as the book emphasizes real-life context throughout each chapter.
Updates introduce the latest developments concerning privacy, drones, cloud computing, and net neutrality. Visual and hands-on
activities let readers experience the fundamentals of today's computer science. Important Notice: Media content referenced within
the product description or the product text may not be available in the ebook version.
The healthcare industry is growing at a rapid pace and undergoing some of its most significant changes as the use of electronic
health records increase. Designed for technologists or medical practitioners seeking to gain entry into the field of healthcare
information systems, INTRODUCTION TO HEALHCARE INFORMATION TECHNOLOGY teaches the fundamentals of healthcare
IT (HIT) by using the CompTIA Healthcare IT Technician (HIT-001) exam objectives as the framework. It takes an in-depth and
comprehensive view of HIT by examining healthcare regulatory requirements, the functions of a healthcare organization and its
medical business operations in addition to IT hardware, software, networking, and security. INTRODUCTION TO HEALHCARE
INFORMATION TECHNOLOGY is a valuable resource for those who want to learn about HIT and who desire to enter this growing
field by providing the foundation that will help prepare for the CompTIA HIT certificate exam. Important Notice: Media content
referenced within the product description or the product text may not be available in the ebook version.
Firewalls are among the best-known network security tools in use today, and their critical role in information security continues to
grow. However, firewalls are most effective when backed by thoughtful security planning, well-designed security policies, and
integrated support from anti-virus software, intrusion detection systems, and related tools. GUIDE TO FIREWALLS AND VPNs,
THIRD EDITION explores firewalls in the context of these critical elements, providing an in-depth guide that focuses on both
managerial and technical aspects of security. Coverage includes packet filtering, authentication, proxy servers, encryption, bastion
hosts, virtual private networks (VPNs), log file maintenance, and intrusion detection systems. The text also features an abundant
selection of realistic projects and cases incorporating cutting-edge technology and current trends, giving students the opportunity
to hone and apply the knowledge and skills they will need as working professionals. GUIDE TO FIREWALLS AND VPNs includes
new and updated cases and projects, enhanced coverage of network security and VPNs, and information on relevant National
Institute of Standards and Technology guidelines used by businesses and information technology professionals. Important Notice:
Media content referenced within the product description or the product text may not be available in the ebook version.
Description-The book has been written in such a way that the concepts are explained in detail, givingadequate emphasis on
examples. To make clarity on the topic, diagrams are given extensively throughout the text. Various questions are included that
vary widely in type and difficulty to understand the text. This text is user-focused and has been highly updated including topics,
pictures and examples. The book features the most current research findings in all aspects of information Security. From
successfully implementing technology change to understanding the human factors in IT utilization, these volumes address many of
the core concepts and organizational applications, implications of information technology in organizations.Key FeaturesA*
Comprehensive coverage of various aspects of cyber security concepts.A* Simple language, crystal clear approach, straight
forward comprehensible presentation. A* Adopting user-friendly classroom lecture style. A* The concepts are duly supported by
several examples. A* Previous years question papers are also included. A* The important set of questions comprising of more
than 90 questions with short answers are also included. Table of Contents:Chapter-1 : Introduction to Information
SystemsChapter-2 : Information SecurityChapter-3 : Application SecurityChapter-4 : Security ThreatsChapter-5 : Development of
secure Information SystemChapter-6 : Security Issues In HardwareChapter-7 : Security PoliciesChapter-8 : Information Security
Standards

This book constitutes the refereed proceedings of the 11th IFIP WG 11.8 World Conference on Information Security
Education, WISE 11, held at the 24th IFIP World Computer Congress, WCC 2018, in Poznan, Poland, in September
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2018. The 11 revised papers presented were carefully reviewed and selected from 25 submissions. They focus on
cybersecurity and are organized in the following topical sections: information security learning techniques; information
security training and awareness; and information security courses and curricula.
This handbook incorporates new developments in automation. It also presents a widespread and well-structured
conglomeration of new emerging application areas, such as medical systems and health, transportation, security and
maintenance, service, construction and retail as well as production or logistics. The handbook is not only an ideal
resource for automation experts but also for people new to this expanding field.
Specifically oriented to the needs of information systems students, PRINCIPLES OF INFORMATION SECURITY, 5e
delivers the latest technology and developments from the field. Taking a managerial approach, this bestseller teaches all
the aspects of information security-not just the technical control perspective. It provides a broad review of the entire field
of information security, background on many related elements, and enough detail to facilitate understanding of the topic.
It covers the terminology of the field, the history of the discipline, and an overview of how to manage an information
security program. Current and relevant, the fifth edition includes the latest practices, fresh examples, updated material on
technical security controls, emerging legislative issues, new coverage of digital forensics, and hands-on application of
ethical issues in IS security. It is the ultimate resource for future business decision-makers. Important Notice: Media
content referenced within the product description or the product text may not be available in the ebook version.
Packed with current examples you can easily relate to, Tischler’s INTRODUCTION TO SOCIOLOGY, 11E delivers
comprehensive, up-to-date coverage in a succinct and affordable format. The author begins by equipping you with tools
for success, including tips for how to read, study, and take tests more effectively. A built-in study guide and practice tests
ensure thorough understanding. The text threads two basic ideas throughout: sociology is a rigorous, scientific discipline,
and basic knowledge of sociology is essential for understanding social interaction in many work and social settings. With
its streamlined 16 chapters, INTRODUCTION TO SOCIOLOGY, 11E delivers cutting-edge coverage that is concise yet
thorough--and makes sociology completely accessible. Available with InfoTrac Student Collections
http://gocengage.com/infotrac. Important Notice: Media content referenced within the product description or the product
text may not be available in the ebook version.
Reflecting the latest trends and developments from the information security field, best-selling Security+ Guide to Network
Security Fundamentals, Fourth Edition, provides a complete introduction to practical network and computer security and
maps to the CompTIA Security+ SY0-301 Certification Exam. The text covers the fundamentals of network security,
including compliance and operational security; threats and vulnerabilities; application, data, and host security; access
control and identity management; and cryptography. The updated edition includes new topics, such as psychological
approaches to social engineering attacks, Web application attacks, penetration testing, data loss prevention, cloud
computing security, and application programming development security. The new edition features activities that link to the
Information Security Community Site, which offers video lectures, podcats, discussion boards, additional hands-on
activities and more to provide a wealth of resources and up-to-the minute information. Important Notice: Media content
referenced within the product description or the product text may not be available in the ebook version.
Delivering up-to-the-minute coverage, COMPUTER SECURITY AND PENETRATION TESTING, Second Edition offers
readers of all backgrounds and experience levels a well-researched and engaging introduction to the fascinating realm of
network security. Spotlighting the latest threats and vulnerabilities, this cutting-edge text is packed with real-world
examples that showcase today's most important and relevant security topics. It addresses how and why people attack
computers and networks--equipping readers with the knowledge and techniques to successfully combat hackers. This
edition also includes new emphasis on ethics and legal issues. The world of information security is changing every day readers are provided with a clear differentiation between hacking myths and hacking facts. Straightforward in its
approach, this comprehensive resource teaches the skills needed to go from hoping a system is secure to knowing that it
is. Important Notice: Media content referenced within the product description or the product text may not be available in
the ebook version.
Delivering the latest research and most current coverage available, PRINCIPLES OF INFORMATION SYSTEMS, 12E
equips students with a solid understanding of the core principles of IS and how it is practiced. Covering the latest
developments from the field and their impact on the rapidly changing role of today's IS professional, the twelfth edition
includes expanded coverage of mobile solutions, an increased focus on energy and environmental concerns, new
discussions on the growing use of cloud computing across the globe, a stronger career emphasis, and a fully updated
running case. Learning firsthand how information systems can increase profits and reduce costs, students explore new
information on e-commerce and enterprise systems, artificial intelligence, virtual reality, green computing, and other
issues reshaping the industry. The text introduces the challenges and risks of computer crimes, hacking, and
cyberterrorism. It also presents some of the most current research on virtual communities and global IS work solutions as
well as social networking. A long-running example illustrates how technology was used in the design, development, and
production of this text. No matter where students' career paths may lead, PRINCIPLES OF INFORMATION SYSTEMS,
12E can help them maximize their success as employees, decision makers, and business leaders. Important Notice:
Media content referenced within the product description or the product text may not be available in the ebook version.
Cyber attacks are rapidly becoming one of the most prevalent issues in the world. As cyber crime continues to escalate, it
is imperative to explore new approaches and technologies that help ensure the security of the online community. The
Handbook of Research on Threat Detection and Countermeasures in Network Security presents the latest methodologies
and trends in detecting and preventing network threats. Investigating the potential of current and emerging security
technologies, this publication is an all-inclusive reference source for academicians, researchers, students, professionals,
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practitioners, network analysts, and technology specialists interested in the simulation and application of computer
network protection.
INTRODUCTION TO PRIVATE SECURITY, Fifth Edition, provides a comprehensive, accessible, state-of-the-art
overview of private security, its principles, its legal authority, its growing role in the criminal justice system, and its impact
on society. Newly updated with expanded coverage of important current issues such as IT security, terrorism, homeland
security, and security management, this best-selling text has also been streamlined and redesigned with a more
manageable, appealing, and flexible format. Hess’s thoroughly engaging writing style and the clear, compelling
organization of the text help make even complex course material interesting and accessible, while preparing you for
success as a professional in a dynamic and exciting field. Important Notice: Media content referenced within the product
description or the product text may not be available in the ebook version.
ROADMAP TO INFORMATION SECURITY: FOR IT AND INFOSEC MANAGERS provides a solid overview of
information security and its relationship to the information needs of an organization. Content is tailored to the unique
needs of information systems professionals who find themselves brought in to the intricacies of information security
responsibilities. The book is written for a wide variety of audiences looking to step up to emerging security challenges,
ranging from students to experienced professionals. This book is designed to guide the information technology manager
in dealing with the challenges associated with the security aspects of their role, providing concise guidance on assessing
and improving an organization's security. The content helps IT managers to handle an assignment to an information
security role in ways that conform to expectations and requirements, while supporting the goals of the manager in
building and maintaining a solid information security program. Important Notice: Media content referenced within the
product description or the product text may not be available in the ebook version.
Designed to provide students with the knowledge needed to protect computers and networks from increasingly
sophisticated attacks, SECURITY AWARENESS: APPLYING PRACTICE SECURITY IN YOUR WORLD, Fourth Edition
continues to present the same straightforward, practical information that has made previous editions so popular. For most
students, practical computer security poses some daunting challenges: What type of attacks will antivirus software
prevent? How do I set up a firewall? How can I test my computer to be sure that attackers cannot reach it through the
Internet? When and how should I install Windows patches? This text is designed to help students understand the
answers to these questions through a series of real-life user experiences. In addition, hands-on projects and case
projects give students the opportunity to test their knowledge and apply what they have learned. SECURITY
AWARENESS: APPLYING PRACTICE SECURITY IN YOUR WORLD, Fourth Edition contains up-to-date information on
relevant topics such as protecting mobile devices and wireless local area networks. Important Notice: Media content
referenced within the product description or the product text may not be available in the ebook version.
An ideal text for introductory information security courses, the third edition of Elementary Information Security provides a
comprehensive yet easy-to-understand introduction to the complex world of cyber security and technology. Thoroughly
updated with an increased emphasis on mobile devices and technologies, this essential text enables students to gain
direct experience by analyzing security problems and practicing simulated security activities. Emphasizing learning
through experience, Elementary Information Security, Third Edition addresses technologies and cryptographic topics
progressing from individual computers to more complex Internet-based systems.
GUIDE TO NETWORK SECURITY is a wide-ranging new text that provides a detailed review of the network security
field, including essential terminology, the history of the discipline, and practical techniques to manage implementation of
network security solutions. It begins with an overview of information, network, and web security, emphasizing the role of
data communications and encryption. The authors then explore network perimeter defense technologies and methods,
including access controls, firewalls, VPNs, and intrusion detection systems, as well as applied cryptography in public key
infrastructure, wireless security, and web commerce. The final section covers additional topics relevant for information
security practitioners, such as assessing network security, professional careers in the field, and contingency planning.
Perfect for both aspiring and active IT professionals, GUIDE TO NETWORK SECURITY is an ideal resource for students
who want to help organizations protect critical information assets and secure their systems and networks, both by
recognizing current threats and vulnerabilities, and by designing and developing the secure systems of the future.
Important Notice: Media content referenced within the product description or the product text may not be available in the
ebook version.
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